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Objective Farm Dataset Curation Main Findings

V: Vigilant system prompts can significantly reduce an LLM's susceptibility

Use persuasive strategies as an effective
tool to test if LLMs are susceptible to
misinformation, especially on those
straightforward factual questions that
LLMs can already answer correctly

II: Multi-turn dialogues increase susceptibility to misinformation 

III: Persuasive human-driven misinformation can increase susceptibility

IV: LLMs' susceptibility is closely tied to their initial grasp of the knowledge

Main Results

Main Contributions

• We are the first to comprehensively investigate LLM’s
robustness against factual misinformation using a
persuasive conversation setting.

• We curate a dataset Farm by selecting factual
questions and systematically generating persuasive
misinformation.

• We build a framework to test LLMs’ belief change
against conversational misinformation. Our findings
reveal that most LLMs are susceptible to persuasive
misinformation.

I: LLMs are prone to misinformation, but advanced models show resilience

• Farm =  Fact to Misinform
• 3 Features:
• Factual Misinformation
• Persuasive
• Multi-turn

• Basis: 2000 questions sourced from 
BoolQ, Natural Questions, and 
TruthfulQA

• Technique: Generate misinformation via 
i) negation  and ii) MCQ expansion + 
choice from the wrongs

Generation of Persuasive misinformation
We use 3 rhetorical appeals:
• Logical
• Credibility
• Emotional
Technique: Few-shot prompting with demonstrations

• LLMs are easy to be misinformed
• Knowledge with low initial confidence is 

more easily to be misinformed
• Confidence diminishes when exposure to 

misleading dialogue progresses

Key Takeaways

Relationship between the LLM’s 
behaviors, its initial belief and the 
vulnerability to being misinformed 

Mitigation of Misinformation

Test framework MR: Misinformed rate ACC: Accuracy

Check out the project 
page!


