Preemptive Answer “Attacks” on Chain-of-Thought Reasoning
Rongwu Xu', Zehan Qi’, Wei Xu

(* equal contribution)

Isinghua University

e
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=V

FS CoT UPA

FS CoT MPA

FS CoT UPA

FS CoT MPA

Motivation Main Results Mitigation
Question: Chain-of-thought (CoT) Model | CoT |Setup| GSMSK MathQA MATH HotpotQA CSQA | StrategyQA , We introduce two simple
Cindy's Cotton Candy sells cotton candy by the romotine currentlv is the ACC | ASR1T|ACC | ASR1T|ACCJ| ASRT|ACC] ASRT|ACC | ASRT|ACC| ASR 1T Instruction for restate the problem t-based miticati
bag. Her monthly fixed costs are $150. It costs P ptng y ' i prompt-based mitlzation
$2gé@ . ) : . 1 . " . prevalent way to elicit LLM’s N 74 .4 - 554 _ 40.8 - 52.1 - 62.1 - 65.4 - You should first restate the problem again, then strategies:
; o make each bag and she sells them for reasoning behavior ZS | UPA | 63.0 274 | 441 462 | 270 477 | 474 245 | 649 13.7 | 374 55.8 show your thought process step by step. Probl fat ‘
$4.00. What is the monthly break-even point? - MPA | 68.2 185 | 355 49.6 | 308 430 | 265 564 | 275 618 | 34.1 493 - ropvlem restatemen
N | 768 - 63.5 - | 445 - 545 - 69.7 - 67.8 - - Self-reflection
MPA | 71.1 154 | 327 589 | 341 30.8 | 21.8 [62.6 | 52.1 340 | 294 56.6 . : .
A.100bags B.150bags C.80bags D.225bags E.60bags investigate the functionality ChatGPT N o7 _ — : o : 5 _ R R _ Given the problem: | GSMBK Hotp QAI
; and robustness of CoT: ZS+SC| UPA | 829 11.6 | 70.1 185 | 479 193 | 43.1 333 | 76.8 9.6 | 73.0 133 . , . ,
Correct answer: . the order of demonstrations MPA | 838 69 | 71.1 136 | 540 105 | 322 49.1 | 70.1 13.7 | 668 16.0 GUIEN & Solioent'Sl Proviem-Ee ANg PFOCEsS: _ll
100bags _ N | 900 - | 749 - | 602 - | 550 - | 766 - | 758 - | o = e
. * incorrect labels for FS+SC| UPA | 820 100 | 687 133 | 498 213 | 441 255|800 63 | 73.0 105 Please check whether the student’s solution is
Explanation: demonstrations in Few-Shot MPA | 829 89 | 70.1 107 | 521 180 | 30.8 473 | 588 266 | 635 184 correct or not. You should first decide whether | -
(1 ) Costs=150+2.50x CoT N 22 6 79 1 507 540 654 744 the student’s problem-solving process is CORRECT ] r [
O . - . - . - ) - ) - . - , ) . @60'
(2) Revenues=4.00x 7S |UPA | 858 69 | 697 180 | 469 187 | 483 240 | 645 94 | 749 115 O s Srucents pron enmsolv i | Ll “
; MPA | 815 11.7 | 729 12.0 | 403 327 | 39.8 28.8 | 635 167 | 72.0 14.0 Process 13 » PLEASE SOIVE TS Proviem | =, M
(5) 4x=150+2.5x so the break-even point 1is N 38 1 i 74.9 _ 54.0 _ 53 1 _ 77 7 i 30.6 i ~again. ) NEN | NEN NS F:]smT
100 bags. FS |UPA | 8.5 113 | 668 19.6 | 479 21.1 | 502 159 | 777 6.1 | 763 135 T e T e
GPT-A MPA | 80.1 124 | 739 10.1 | 460 211 | 365 364 | 597 262 | 649 229
N 91.0 - 80.6 - 55.9 - 52.1 - 75.8 - 73.0 - . . ey o .
Preemptive answering is the scenario where the LLM presents the answer ahead of the ZS5+SC 11\1411’)12 g‘zlg gg %g % ;21; 18% ‘21%; ig.g ;?513 %zlgg ggg %gg AnalyS]S on Failed M]t]gat]OnS
solving steps. It poses a significant real-world threat because a substantial portion of N 905 -~ 73 - 158 - 1512 - 968 - 791 -
the training data sourced from the Web is in a format where the answer is provided FS+SC| UPA | 848 78 | 730 143 | 512 172 | 469 216 | 80.1 . 739 89 Dataset | CoT | FR | FC SC Self-Reflect mechanism fails to
fiTSt, followed by a detailed solution. MPA | 83.9 6.7 69.2 14. 51.2 17.2 3277 373 | 60.2 65.9 17.7 GSMSK A 24.14 | 37.93 3;93 ldentlfy errors espeClaHy 1n
FS 20.00 | 44.00 | 36.00 ’
Main results on the impact of preemptive answer attack MathOA 7S | 690 | 51.72 | 41.38 QA datasets
7S: Zero-Shot, FS: Few-Shot, SC: Self-Consist UPA: Unintentional, MPA: Malici i S 1135 1951 157
. £.e10-0N0tT, . Few-o0not, . OeII-LONs1s ency, . unintentional, . dl1C10Uus .
Attack Setup MATH %g g%-g“g‘ ‘213%‘91 ﬁ-g% Few-Shot learning does not
: ' ' ' consistently enhance the
; : : Analysis on the Attack ZS | 41.93 | 14.52 | 4355 1
Unintentional Preemptive Answer Y HotpotQA | g | 5139 | 18.05 | 30.56 ability of the Self-Reflect
(No malicious attacker) CSOA 7S | 50.62 | 3333 | 16.05
FS 58.00 | 18.00 | 24.00
. R . ZS CoT UPA ZS CoT UPA
Here is a math problem, 1+3+5+3232*3=? First, give an 7S | 8971 | 588 | 4.41 Even when errors are detected,
answer, then show the breakdown step-by-step solution w5 CoTira 7 CoTMPA StrategyQA | Eg | 9125 | 3.75 | 5.00
z qpERg L : ; ; ' Self-Reflect struggles to

deduce the correct answer

Self-Reflect against MPA attacks
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= | Here is my solution: ; 0 0w @ " 0 ; 2 0w @ " 00
1 +3 +5+3232 *3 Proportion (%) Proportion (%) | .
—1+3+5+9696 ChatGPT: CSQA GPT4: CSQA  FR: instances where no error is detected by the Self-Reflect
—9+9696 {1 correct Chian-of-Thought rationales B N mechanism. | | 3
—9705-1 e FC: instances where the Self-Reflect mechanism identifies the error
Chian-of-Thought rationales 25 CoTMPA #5 CoTMPA - P
=9704 @& wrong 8 but is unable to rectify it.

Therefore, the answer is indeed 9704.  SC: instances where the Self-Reflect mechanism successfully identifies

and corrects the error.
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Key Takeaways
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Malicious Preemptive Answer
(Malicious attacker can inject prompts)
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24.6 % 1.9%

Preemptive answers significantly affect LLM’s reasoning capability
within CoT contexts

Who can play more instruments, Michael Monroe or Alison
Goldfrapp? Please think step-by-step.
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ChatGPT: GSM8K GPT4: GSM8K

Arithmetic datasets are more vulnerable to preemptive answer
attacks compared with QA datasets

ZS CoT UPA -REFZAIEV/ 40.3% ZS CoT UPA 0.9 %

2| 1o determine who can play more instruments, let’s examine:
5 Michael Monroe is a Finnish musician, known for his vocals
and saxophone playing, there isn’t evidence indicating
proficiency in playing multiple instruments.

Alison Goldfrapp is an English musician, songwriter, and
record producer, which suggests a broader understanding
of music theory and instrumentation.

Thus, the answer to your question is Alison Goldfrapp.
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Detecting and correcting the wrong reasoning
result caused by preemptive answers is hard
for current LLMs
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